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The following is a sample schedule indicating the format and typical content of the "Video Surveillance Camera Schedule" to be included at the end of this Section:
3.X	EXAMPLE Video surveillance CAMERA SCHEDULE
	Examples:


	Camera (CAM)
	EDM-B0192Sx-003-INT-Sx-ELECTRIC RM 356xxxxx-PTZ-CAM001


	Encoder  (ENC)
	EDM-B0192Sx-ENC001




CAM
[3 CHAR CITY ABBREVIATION][7CHAR BUILDING CODE]-[3DIGIT FLOOR#]-[3 CHAR INT/EXT]-[2CHAR DIRECTION CODE]-[20 CHAR FIE
LD OF VIEW]-[3CHAR CAMERA MOBILITY]-[3CHAR DEVICE ABBREVIATION][3 DIGIT LOGICAL#]

ENC
[3CHAR CITY ABBREVIATION][7 CHAR BUILDING CODE]-[3 CHAR ABBREVIATION][2 DIGIT LOGICAL3]
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[bookmark: _Toc379453053]General
SUMMARY
System Description 
The Video Management & Surveillance System (VMSS) shall be an integrated server based platform built for the capture, processing, storage and retrieval of digital video and related audio, alarm & other surveillance information. 
Basic system components are to include, but not necessarily be limited to:
VMSS Software that seamlessly integrates all the system administrative and operational functions into a single system integrated with the Access Control System operator workstations.
VMSS Servers in a redundant hot standby configuration that host the primary system software and data.
VMSS investigations workstation(s) & video viewing screens. 
VMSS common video viewing screen workstations controlled by multiple operators.
VMSS network video recorders (NVRs) for storage and retrieval of video images.
Redundant network video recorders in a hot standby failover configuration.
Cameras, enclosures, power supplies, media convertors, and control modules.
On-line factory support via an Internet connection controlled by the Minister.
Motion detection recording (pre-event and post-event) for all cameras.
Event recording (pre-event and post-event) for cameras associated with circulation doors.
Video analytic software to trigger alarm actions in event of selected observed activities. 
Hardware Independence
VMSS shall require no proprietary recording hardware, no hardware multiplexer or time-division technology for video or audio recording and monitoring.
VMSS shall be based on a true open architecture allowing for use of non-proprietary PC storage hardware that without limiting the storage capacity but allowing for gradual upgrades of recording capacity.
VMSS shall be able to use multiple video surveillance keyboards to operate the entire set of cameras throughout the system, including cameras of various manufacturers’ brands, with their PTZ functionalities.
VMSS shall allow users to activate all live viewing controls using a standard PC keyboard.  All standard camera switching and automation functions of a video surveillance keyboard shall be available using a PC keyboard.
VMSS shall have long-term storage capabilities on any Microsoft Windows supported backup.
The system shall support interoperability with IP camera standards including PSIA and ONVIF.
Related Requirements  
Elevators:	Section 14 20 00
Electrical General Requirements:	Section 26 00 10
Electrical Operation and Maintenance Data:	Section 01 78 23
Electrical Spare Parts and Maintenance Materials:	Section 01 78 43
Wire and Cable:	Section 26 05 13
Electrical Identification:	Section 26 05 53
Electrical Systems Starting and Testing:	Section 26 08 10
Commissioning of Demonstration and Training:	Section 01 79 00
Structured Cabling:	Section 27 10 00
Door Hardware:	Section 08 70 00
Access Control:	Section 28 13 00
Intrusion Detection:	Section 28 16 00
REFERENCES  
Reference Documents 
National Fire Protection Association (NFPA)
NFPA 70, Article 517, National Electric Code
NFPA 101, Life Safety Code
Electronic Industries Association (EIA)
REC 12749, Power Supplies.
RS 16051, Sound Systems
ANSI/BICSI
005-2013: Electronic Safety and Security Systems Design and Implementation Best Practices
Reference Standards 
Canadian Standards Association (CSA International)
CSA C22.1-[98], Canadian Electrical Code, Part 1 (18th edition) Safety Standard for Electrical Installations. 
CAN/CSA-C22.3 No.1-[M87 (R1997)], Overhead Systems. 
National Fire Protection Association (NFPA)
NFPA 70, National Electric Code. 
Underwriters’ Laboratories (UL)
UL 294-[1999], Standard for Safety for Access Control System Units. 
UL 1076-[1995], Standard for Safety for Proprietary Burglar Alarm Units and Systems. 
Underwriters Laboratories of Canada (ULC)
ULC-S317-[1996], Installation and Classification of Closed Circuit Video Equipment (CCVC) Systems for Institutional and Commercial Security Systems.  
Abbreviations and Acronyms
fps	Frames per second
IP	Internet Protocol 
MDOR	Motion Detector/ Object Recognition 
MP	Mega Pixel 
NTSC	National Television Standard 
NVR/DVR 	Network Video Recorder/Digital Video Recorder
PoE 	Power over Ethernet
PTZ 	Pan Tilt Zoom (Camera Control)
SDK	Software Development Kit
SSM	Server Software Module 
VAS	Video Analytic Software 
VMSS	Video Management & Surveillance System 
VSIP	Video Studio Industry Partner (Microsoft)
WSA	Workstation Software Application 
LAN/WAN	Local Area Network/Wide Area Network	
SUBMITTALS  
Provide submittals in accordance with [Section 01 33 00 – Submittal Procedures].
As-built Records and Drawings:
0. Confirm format with the Minister prior to preparation of submittals.
.1 Provide electronic drawings in [AutoCAD 2009] format depicting all as built conditions.
0. Provide two [2] sets of as-built records to the Minister.
Include a floor plan showing the location of all equipment.
[bookmark: _Toc379442491]DELIVERY, STORAGE, AND HANDLING 
Waste Management and Disposal: separate waste materials for reuse and recycling in accordance with Section [01 74 19 - Waste Management and Disposal].
Stored and handle materials to ensure that their performance requirements are not affected by abrasions, dust or extreme temperatures.
Follow manufacturer recommendations for handling and storage to ensure that their performance requirements are not affected by abrasions, dust or extreme temperatures. 
Do not bring equipment to site until required for use and a suitable storage space has been identified.
[WARRANTY]  
[Manufacturer Warranty] 
PRODUCTS 
[bookmark: _Toc339977891][bookmark: _Toc379445313]SPEC NOTE: Video surveillance systems and components continue to advance at a incredible rate. Prior to specifying components time must be taken to ensure the best proven technology for the application is selected. 
VIDEO MANAGEMENT & SURVEILLANCE SYSTEM (VMSS) SOFTWARE 
The VMSS shall include a complete video surveillance subsystem that operates seamlessly with the Access Control software and is scalable beyond five hundred cameras.
Include the following applications:
0. Server Software Modules (SSM):
System Server
Redundant Server
Network Video Recorders
Redundant Network Video Recorders
Virtual Matrix
Watchdog
Resource Administration Tool
Workstation Software Applications (WSA):
Configuration Tool
Live Viewer
Recorder Player
Macro Editor
Report Viewer.
Software Development Kit (SDK).
0. All video streams supplied from analog cameras or IP cameras shall be digitally encoded in [MPEG] [MPEG-2] [MPEG-4] [H.264] [JPEG2000] compression formats and recorded simultaneously in real time.
Frame rates shall range from 1fps to 30 fps at resolutions up to 1080P (1920x1080 NTSC).
Software shall have the ability to accommodate at least 100% of the systems cameras with frame rates from [1fps to 30fps] at resolutions of up to [6 MP].
Comply with VSIP Open Technical Framework for video services over IP.
Each camera's bit rate, frame rate and resolution shall be set independently from other cameras in the system. Altering these settings shall not affect the recording and display settings of other cameras.
The VMSS shall support the Access Control System communication protocols.
The VMSS shall support the following object recognition systems:
ObjectVideo VEW 5 (or higher). 
IntelliVision Intelligent Video and Intelligent VMD.
Agent Vi System (3.3 or higher).
The VMSS shall digitally sign recorded video using cryptography.  The user shall have the capability of changing the encryption key.
The VMSS shall encrypt the control channel.
The VMSS shall transmit all command and control messages using TCP/IP protocol and use cryptographic keys when communicating to prevent eavesdropping, tampering or message forgery.
The VMSS shall allow for the configuration of a time zone for each camera.  For playback review, users shall have the ability to search for video based on the following options:
local time of camera
local time of the server
local time of user’s workstation
MST Time
other time zone
Both the SSM and WSA shall run on Microsoft Windows® [7 Professional] or Microsoft Windows® Server [2008] operating systems [32bit] [64 bit].
SSM and WSA shall be able to operate on separate networks.
SSM shall not limit the actual storage capacity configured per server.
VMSS shall be upgraded from one software version to another without the user having to uninstall the previous version.
The VMSS shall be able to run in a virtual server environment. 
SERVER SOFTWARE MODULES (SSM)
The SSM shall offer the capability to be installed on several servers to enable distributed archiving in a LAN or WAN environment.  The SSM shall not limit the number of servers which can be networked together to form a distributed redundant server system.
Server:
Shall maintain a catalogue of configuration database settings in the system.
Shall enable workstations to dynamically create connections in the entire network.
Shall give the capacity to view all other servers in a network even if they are assigned to different archive servers.
Shall detect the video loss and have the capability to alert the systems administrator when cameras signal is lost. 
Shall receive all incoming events (motion detection and triggered digital input and relay output) in the system and take appropriate actions based on user-defined event/action relationships.
Shall create an audit trail of events and user activities.
Shall perform dynamic bandwidth management.
Shall authenticate users and give access to the VMSS based on predefined user access rights.
The server shall receive and log all of the following events.
Alarm Events:
Triggered
Activated/Reactivated
Forwarded 
Snooze
Acknowledged (default mode)
Acknowledged (alternate mode)
Acknowledged (custom mode).
Application Events:
Application lost
Application connected. 
Recorded Events:
Recording queue full
Recording stopped
Recording camera limit exceeded
Backup started
Backup success
Backup failed
Cannot write on a specified location
Cannot write to any drive
Database lost
Database recovered
Disk(s) full
Disk load is over 80%
Invalid custom encryption values
Not enough disk space for logging
Protected video threshold exceeded
Camera Events:
Camera not archiving
File deleted
Live bookmark added
Playback bookmark added
Motion on
Motion off
Network connection lost
Receiving RTP packets from multiple sources
Recording started (by alarm)
Recording stopped (by alarm)
Recording started (by schedule)
Recording stopped (by schedule)
Recording started (by programmed action)
Recording stopped (by programmed action)
Recording started (through motion detection)
Recording stopped (through motion detection)
Recording started (by user)
Recording stopped (by user)
RTP packets lost
Signal lost
Signal recovered.
Macro Events:
Macro Error
Macro Started
Macro Stopped.
Server Events:
Invalid configuration
Signal lost
Signal recovered 
Unit discovered 
Unit lost
PTZ Events:
PTZ activated 
PTZ locked 
PTZ stopped.
User Events: 
User Logon
User Logoff
Shall have the capability to execute any of the following actions in response to any of the events listed above:
Recording Actions:
Start recording
 Stop recording
Add a bookmark
Override with manual recording quality
Override with motion recording quality
Recording quality as standard configuration.
Monitoring Actions:
View a camera
View a camera in a free window
View map
Display a URL address
PTZ Actions:
Go to present 
Run a pattern 
Set PTZ auxiliary 
Clear PTZ auxiliary 
Home
User Notification Actions: 
Send a message 
Send an alert sound
Trigger Alarm  
Output Relay Actions: 
Set the output relay to inverse of the default state
Set the output relay to its default state
Set the output relay to on
 Set the output relay to off
Set the output relay to pulse (pulse is configurable).
Device Control Actions: 
Send a string on the serial port
Reboot a server. 
Macro Actions: 
Execute a macro.  
Redundant Server:
Shall synchronize its configuration database with the Server.
Shall take over as the VMSS Server automatically should the primary server fail.
Network Video Recorders (NVRs):
Shall use an event and timestamp database for advanced search of audio/video archives.
Shall protect archived audio/video files and the system database against network access and non-administrative user access.
Shall digitally sign recorded video using cryptography.  The user shall have the capability of changing the encryption key.
Shall offer a plug and play type hardware discovery service within the VMSS.
The NVR shall provide a pre-alarm and post-alarm recording option that can be set between one second and 5 minutes on a per cameras basis.
The NVR shall provide the functionality of storing of video and audio streams based on triggering events such as:
Digital motion detection
Digital input activation
Macros
Through SDK application recording. 
Shall perform Video Motion detection on each individual camera based on a grid of 1320 motion detection blocks.  All video motion detection settings to be configurable on a schedule.  Global sensitivity threshold to be provided to reduce motion detection sensitivity when video signal is noisy or a excessive false alarms are incurred.  Video motion detection modes to include:
Full Screen:  All 1320 blocks on screen activated, a general threshold for the overall motion in the entire image to be set and when reached it will trigger recording and a motion event or a custom event.
Detection Zone:  Six (6) overlapping zones may be defined in the 1320 blocks on screen, each of these zones with its own threshold and when reached each one of them to trigger recording and a motion event or a custom event.  Each zone triggering its own event allows for the configuration of directional motion detection events and other complex motion detection logic.
Disabled:  No motion detection is made on camera
Shall allow for multiple recording schedules to be assigned to each camera. Each schedule shall be include the following parameters:
Video quality settings:
Resolution
Frame Rate
Bit Rate.  
Recording mode:
Continuous 
On Motion/Alarm/Manual
Manual 
Disabled. 
Recurrence pattern: 
Once on specific days
Specific days on a yearly basis
Specific days on a monthly basis
Specific days on a weekly basis
Daily. 
Time Setting: 
All day
Specific time range(s)
Daytime or nighttime based on the times of sunrise and sunset, automatically calculated from the time of year and a geographical location.  Provision shall be included to offset the calculated sunrise or sunset time by plus or minus three (3) hours.
Shall have the ability to dynamically change recording quality settings on alarm
Shall communicate with server using encryption
Shall keep a log and compile statistics on disk space usage
Shall have the capacity to schedule backups of the video archives, with associated database events, to [either] [a tape drive] [or mapped network drive].
Shall have the capacity to down-sample video streams for storage
Standby NVR:
Shall act as a hot standby, to take over the functions of a primary NVR.  NVR failover will occur in less than 1 minute. No action from the user will be required.
Shall command a standby service employing a system list in the event of an NVR failure.
Shall support a 1 to N architecture.  Cameras from multiple NVRs can be assigned to the standby NVR.
The VMSS shall allow for multiple layers of standby NVRs, should one NVR fails, another shall automatically assume command and control and start recording feeds and all associated events from that point.  Any NVR in the system can be assigned standby NVR duties.
[bookmark: _Ref154204370][bookmark: _Toc212004449]Video Analytic Software (VAS) Capability:
Shall extend the functionalities of the VMSS through the use of add-on modules including the following functions
Object Recognition/Enhanced Motion Detection.
License Plate Recognition (future). 
The VAS modules shall be mapped to VMSS cameras, and extract/collect pertinent information, from the video feeds or mapped devices.
The VAS modules shall create events that can be queried and displayed on video archived time lines.
The data collected by VAS modules from cameras shall be kept in a database. The criteria used for query shall be dependent on each type of plug-in. 
The modules shall be controlled by schedules. A schedule shall define a recurrence pattern and a time coverage. 
The administrator shall be able to control the retention period on a module by module basis. 
Motion Detection/Object Recognition (MDOR): 
Shall be able to recognize people, vehicles and other moving objects from a static background. 
Shall be able to recognize the speed of the moving object. 
Shall be able to detect events such as: 
Object entered 
Object exited
Object separated (one object separated in two)
Object merged (two objects merged into one)
Object left
Object removed
Object stopped 
Intrusion 
Dwell. 
Module shall be able to highlight objects detected in the video and track their movements. 
Video Matrix:
Shall have the capability of creating camera sequences with the following functionality:
Each sequence shall have up to 500 cameras.
Each camera in the sequence shall have its own individual dwell time, from 1 to 999 seconds.
Each entry in a sequence shall have the capacity to trigger camera presets, patterns or auxiliaries.
Multiple users shall be able to view the same camera sequence simultaneously, users are able to pause the sequence without affecting other viewers.
Shall have the capability to create and execute macros on events or on schedules.  Macros will give the VMSS the capability to:
Interface with Object Recognition Software
Interface with License Plate Recognition systems
Automate VMSS operations.
Shall have the capability to interface with video walls and community video wall workstations via a configured VMSS workstation keyboard.
Shall support alarm management functions, including:
Ability to assign alarms and procedures to specific users or user groups.
Ability to escalate alarms to other users after a configurable time that an alarm has not been acknowledged.
Ability to configure multiple cameras to display upon an alarm.
Ability to display alarms in block or salvo mode.
Restore Utility: 
Restore Utility shall have the capability to restore previously backed up video and its associated event database, and make all information in the backup set available to the original or other VMSS system.
Watchdog:
Shall monitor operation of all SSM services and restart them should a malfunction occur.  Should the watchdog be unable to restart the VMSS, the watch dog shall restart the PC.
Resource Administration Tool
The resource administration tool to provide the capability to configure the running environment of the SSM modules listed below:
Database
Storage Disks
Storage File Size
License certificates
Encryption Keys
NVR Discovery Options
Network Connection Modes
Network Connection Addresses and Ports
WORKSTATION SOFTWARE APPLICATIONS (WSA)
WSA shall consist of a configuration application, a viewer application, a recorded playback application, and an event report generating application.
The WSA shall perform the following applications simultaneously without interfering with any of the SSM operations (Recording, Alarms, etc.):
Live display of cameras on a workstation
Live display of cameras on an analog monitor
Live display of camera sequences on a workstation
Live display of camera sequences on an analog monitor
Control of PTZ cameras
Playback of archived video on a workstation
Playback of archived video on an analog monitor
Retrieval of archived video
Instant replay of live video on a workstation
Instant replay of live video on an analog monitor
Use of maps
Use of procedures
Configuration of system settings
Execution of system macros
Display and management of alarms on a workstation
Display and management of alarms on an analog monitor
Create and print snapshots of live video feeds
Create and print snapshots of archived video feeds
Block cameras from less privileged users
Unblock cameras.
All applications shall support any form of IP network connectivity, including:  LAN, WAN, VPN, Internet, and Wireless (WiFi and Cellular) technologies.
All applications shall support IP Multicast (UDP) and Unicast (TCP or UDP) video streaming.
All applications shall automatically adapt to the network topology and use the best available method to receive streaming video.
All applications shall provide an authentication mechanism, which verifies the validity of the user.  The administrator to define specific access-rights for each user in the system which include:
Administrators or basic users:
Administrators possesses all access-rights.
Each user can be assigned any access rights. 
Connection based on schedules.
Access or not to sites.
Access or not to applications including: 
Viewer 
Playback
Configuration
Macro Editor
SDK.
Priorities/Limitations:
Over camera viewing 
Over PTZ control
Over recorded video (limit days in past). 
Privileges that can be assigned to users shall include:
Configuration 
Site creation and deletion
NVRs
Camera settings and sequences
Monitors
Audio
Ports
PTZ
Schedules
Events
Macros
Viewers
Motion Detection. 
Archive privileges:
Export video files
Viewer privileges:
Change display
Guard tour
Alarm management 
Audio
Digital zoom
Instant replay
Control Camera Sequences 
Execute Macros
Change Macro Hot Key.
PTZ controls:
Do basic operations 
Change focus and iris settings 
Use presents
Edit presents
Use patterns
Edit patterns
Use auxiliaries
Edit auxiliaries
Use menu
Lock PTZ
Override PTZ lock. 
Other privileges
Record Manually
Add, edit or delete bookmarks
Send messages
Send sounds
Send emails
Send on serial ports
Execute custom actions 
Save and Print snapshots
PTZ priority (for camera control)
Camera blocking
Local Recording. 
All WSA applications shall include pop up system message boxes. 
Each workstation running the WSA shall use a VMSS keyboard or PC Keyboard that can control the entire set of cameras throughout the system, inclusive of a system that consists of motorized cameras produced by different manufacturers.
All WSA applications shall allow for multiple instances to run simultaneously by one or multiple users. The number of instances of the view and playbook applications shall only be limited by the number of available licences. 
The WSA applications shall provide administrators with the ability to block video streams to lower level users.  The WSA provide the ability to set ten (10) different user levels.  Higher priority users can block live video feeds to lower priority users.
CONFIGURATION TOOL
The Configuration application shall allow the administrator to change system configuration with the following minimum capabilities:
Decentralized administration of the entire system from anywhere on the network.
Camera layouts to be available to all users in the VMSS and stored on the server and applied to all viewer and playback applications.
Ability to change video quality, bandwidth and frame rate parameters on a per camera basis for both live and recorded video.
Capability to define access and privileges by user group as well as by individual user from a menu in the WSA.
Ability to configure brightness, contrast and hue settings for each camera.
Capability to enable audio recording on units that support audio
Ability to change audio parameters, serial port and I/O configuration.
Capability to rename units based on system topology and add descriptive site information.
Capability to regroup specific cameras together and restrict or enable access rights to this group on a per user basis.
Ability to set recording mode for each individual camera based on motion detection, alarm input, scheduled or continuous.
A wizard to create complex macros that can activate on event.
Support the creation of schedules to which any of the following parameters can be attached
Recording
Motion Masks
Events / actions
Brightness, Contrast, Hue 
Input Logon
Macros
Alarms.
Support creation of unlimited recording schedules and assign any camera to any schedules.
Detect and warn user of any conflict within assigned schedules.
Tools to define automatic actions to be taken in response to internal/external events.
Capability to set a pan-tilt-zoom protocols to a specific port and allow mixing domes of various manufacturers within a system.
When a new unit is added to the VMSS, it shall be assigned a default preset device name.
User shall have the ability to configure a return to home function after a predefined time of inactivity for PTZ cameras.  The inactivity time to be configurable from 1 to 7200 seconds.
VIEWER
The Viewer application allows live viewing of video [and live audio communications] and shall have the following minimum capabilities:
Live monitoring of 1 to 16 video streams simultaneously on a single monitor.
Live monitoring of up to 64 video streams simultaneously on a computer supporting two dual monitor output cards.
Enable operators to choose from a number of possible camera display patterns ranging from 1 tile to 16 tile patterns.
Display all cameras attached to the system.
Display all camera sequences created in the system.
Allow operators to control (Pause/Play, skip forwards, skip backwards) Camera Sequences, without affecting other operators’ ability to view and control the same sequence.
Display all monitors attached to the system.
Display all cameras, sequences and monitors in a logical tree.
The operator shall be able to drag and drop a camera from a tree of cameras into a window or monitor icon for live viewing.
The operator shall be able to drag and drop a camera sequence from a tree of cameras into a window or monitor icon for live viewing.
Video streams may be assigned to tiles that are visible in the currently displayed pattern.
Support Mapping functionality, where digital maps are used to represent the physical location of cameras and other devices throughout the surveillance system.   
Maps shall have the ability to contain hyperlinks to create a hierarchy of interlinked maps.  
The mapping functionality shall be able to import maps from any graphical software supporting BMP, JPEG and/or GIF image formats.
The operator shall be able to drag and drop a camera from a map into a window for live viewing.
The operator shall be able to click on an icon in a map to initiate a camera preset, run a pattern or send an I/O stream.
Shall support the procedure functionality, where procedures can be triggered to appear during a certain event and can be used to provide detail instructions to the operator as to the actions to be taken.
Support touch screen technology.
The operator shall be able to optimize the monitor for touch screen technology.
Support digital zoom on live camera video streams.
Support guard-tour (automatic sequencing of camera layouts) with a pre-assigned dwell time through pre-defined monitor views.
Each Live Viewer shall have an icon indicating the number of alarms in queue that are assigned to the user under in the application.  
The alarms shall also be displayed in an alarm pane at the bottom of the screen.  
The alarm pane shall display the currently active alarms as well as alarms acknowledged, auto-acknowledged, forwarded and snoozed.
Allow for audio communication.  The operator shall have the option of using full duplex mode (to act as an IP intercom system) or for unidirectional audio.  
Audio shall be archived in the same relational database as video from cameras.
Authorized operator shall easily navigate between this application and the other WSA applications by single point and click functionality.
The operator shall be able to control pan-tilt-zoom, iris, focus, dome relays, dome patterns, dome presets and the dome configuration menus, and be able to set an unlimited number of presets and patterns.
Each operator shall be assigned a PTZ priority ranging from 1 to 255 to allow a prioritization between operators on who has control over a camera.
The system shall allow users to have the ability to lock PTZ control.
Shall allow operators to bookmark important events for later retrieval on any archiving camera.  Operators can uniquely name each bookmark in order to facilitate future searches.
The operator shall be able to start/stop recording on any camera in the system, which is configured to allow manual recording, by clicking on a single button.
The operator shall have the capability to activate or de-activate viewing of all system events as they occur.
Shall allow operators to view an instant replay of the video for any archiving camera.  The operator will be able to define the amount of time he wishes to go back (unlimited).  As well he will be able to control the playback with.
Pause.
Lock Speed.
Forward Playback at: 1x,2x,4x,10x,20x,40x,100x.
Reverse Playback at: -10x, -20x, -40x, -100x.
Slow Forward Playback at: Frame by frame, 1/8x, 1/4x, 1/3x, 1/2x, 1x.
Slow Reverse Playback I-frame by I-frame.
The Instant Replay function shall playback video at the time of the alarm when activated in a tile displaying an alarm.  With a graphical timeline representation, the user shall be able to control at the time of visual presentation. The instant replay pane can be undocked to allow video window resizing.
Users shall be able to take snapshots of live video feeds in the viewer and be able to save or print the snapshots.
Shall allow operators to add bookmarks or view their instant replay in the playback application by clicking on a single button in the Instant Replay tab.
The operator shall be able to choose and trigger an action from a list of actions.
The user shall have the ability to execute frequently used macros from a pane in the viewer.
The user shall be able to view the same camera multiple times in different tiles.
Users shall be able to archive live video streams locally on the workstation without need for to be installed on the workstation.  
Recording is activated and terminated manually by the user using one of   two (2) recording methods.
Tile archiving:  Video displayed within a specific tile is recorded. Cameras can be switched within a tile.
Layout archiving:  Video streams displayed in all tiles within a specific layout are recorded.  Cameras can be switched within the tiles
Users shall be able to display a layout of video streams within a PC monitor that removes all non-video graphical components.  Delimiters between tiles are two (2) pixels wide.
Users shall be able to control PTZ functions with a standard PC joystick.
PLAYBACK APPLICATION  
The playback application allows video and audio archive playback and:
Shall support audio and video playback of any time span.
Shall support the display of up to sixteen (16) archived video sequences at once.
Shall enable operators to choose from a number of possible camera display patterns ranging from one (1) tile to sixteen (16) tiles patterns.
Shall allow the operator to select between synchronous playback of all selected video streams, allowing operators to view events from multiple angles or across several camera fields, or non-synchronous playback.
Shall allow the operator to simultaneously view the same camera in multiple tiles at different time intervals.
Shall allow the operator to control the playback with:
Pause.
Lock Speed.
Forward Playback at:  1x, 2x, 4x, 10x, 20x, 40x, 100x.
Reverse Playback at:  -10x, -20x, -40x, -100x.
Slow Forward Playback at:  Frame by frame, 1/8x, 1/4x, 1/3x, 1/2x, 1x.
Slow Reverse Playback I-frame by I-frame.
Shall display a single timeline, or optionally one timeline for each selected video stream, with which the operator can navigate through the video sequence by simply clicking on any point in the timeline.
Shall display the level of motion at any point on a timeline.
Shall clearly display bookmarks on the timeline(s).
Shall be able to query archived video from one or multiple archived video servers using various search criteria, including but not limited to, time, date, camera, site and past alarms.
Shall display the drive on which a file is located in a results pane when a query search is performed.
Shall provide the tool to search video and associated audio on user-defined events or motion parameters.
Shall allow operators to define an area of the video field in which to search for motion as well as define the amount of motion that will trigger search results.  The playback then retrieves all archived video streams which contain motion which meets the search parameters.  There shall be a graphical timeline where the time of each search hit shall be indicated.
Shall allow operators to browse through a list of all bookmarks created on the system and select any bookmarked even for viewing.
Shall allow operators reviewing video to quickly skip between next and previous bookmarks.
Shall allow operators to load previously exported video files from their computer or network.
Shall allow operators to validate if a digitally signed video sequence has been tampered with or not.
Shall support digital zoom on playback video streams.
Shall provide still image export to JPEG and BMP format with Date and Time stamp on the image.
Shall provide tools to export video sequences and a self contained video player on various media such as a CD-ROM.
Shall provide tools to export video sequences in standard video formats, such as AVI and ASF.
Shall support playback of archived video to NTSC analog monitors for viewing or recording on VCR.
The operator shall easily navigate between this application and the other WSA applications (if he has access rights) by single point and click functionality.
Shall allow queries to be saved upon closing the playback application and reappear when the application is reopened.
Shall allow the user to add bookmarks to previously archived video for easier searching and retrieval.
REPORT VIEWER 
The Event Reporting Application shall provide reports on system activity.
System events shall be logged into a Microsoft SQL server.
The Event Reporting shall be equipped with templates for:
User activity Reports
System Health reports
Event/Action report.
Database schema shall be made available to users for custom report generation.
SOFTWARE DEVELOPMENT KIT (SDK)
The SDK shall provide the capability to embed the monitor and archive player applications in third party applications and:
Shall support Windows XP/7 & Server 2003/2008.
Shall support running in Internet Explorer 6.0 or higher for Web base solutions.
Shall support viewing of more than one live camera in the same application.
Shall support playback of a recorded camera for a given time span.
Shall support export of a video sequence for a given time span.
Shall support high-level languages such as JScript, VBScript, Visual Basic, Java, C and C++ and C#. 
Shall support different topologies of IP networks such as: LAN, WAN, VPN, Internet, Wireless and Cellular.
Shall support multicast streaming on LAN and WAN .9 shall support functionality that enables audio and video streams to go through NATs and Firewalls.
SERVERS 
VMSS servers to be provided in a fully redundant, hot standby configuration.
Servers to be sized to accommodate all cameras indicated on the drawings allowing for an additional 20% spare capacity.
Servers to be sized to accommodate all workstations indicated on the drawings allowing for an additional 20% spare capacity.
Provide standard rack mount housings and modules for servers. High density server configurations are not acceptable.
The minimum configuration of VMSS servers shall be.
2x Dual Core, Intel Xeon, 2.66 GHz, 16 MB Cache, 1333 MHz FSB.
[8GB] RAM.
[250GB] Hard Drive Storage.
[256MB] SVGA Video Card.
Dual 10/100/1000 Ethernet Network Interface Cards.
DVD ROM Drive.
Ethernet interface for on-line factory support.
Microsoft operating system.
SQL server database management system. 
Disk Mirror RAID. 
Servers to be provided complete with single unit 483mm rack mounted keyboard/monitor (slide-out) and mouse.  Monitor minimum LCD display with 1200 x 1024 pixel resolution, minimum 2ms refresh rate, and 5,000:1 contrast.
Provide single unit 483mm rack panel mounted USB KVM with on screen display to switch between servers. 
NETWORK VIDEO RECORDERS
Provide network video recorders with capacity for all [existing camera [to be replaced or reused], and] new cameras within the Contract.  Do not include capacity for future cameras. Future recorders will be added in conjunction with future cameras.
Size recorders to accommodate:
1 fps recording for all cameras for thirty (30) days.
15 fps recording for all cameras for ten (10) hours per day for thirty (30) days.
30 fps recording for all cameras for two (2) hours per day for thirty (30) days.
Storage configuration for the recorders shall either be:
Internal or external SCSI/Fibre Channel organized or not in a RAID configuration.
Provide recorders in sufficient quantities and configurations to enable system to function properly under the following loads.
all cameras to stream 15 fps video to the recorders simultaneously, and
25% of the maximum number of archive events dictated by the number of workstations to be able to be streamed for viewing simultaneously, and
future remote redundant archive recorders can be accommodated.
Provide all network video recorders to be provided in the same size and configuration.
Provide Network Video Recorders (additional and upgraded requirements to manufacturers’ recommendations to meet system performance) to meet minimum requirements as follows:
2x Dual Core, Intel Xeon, 2.66 GHz, 16 MB Cache, 1333 MHz FSB.
[8GB] RAM.
Hard Drive Storage as recommended by factory.
SVGA Video Card.
Dual 10/100/1000 Ethernet Network Interface Cards.
DVD ROM Drive.
STANDBY NETWORK VIDEO RECORDERS
Provide standby network video recorders in the same size and configuration as the primary network video recorders.
Connect the standby recorders to the primary recorders to operate in an N+1 redundant configuration.
OPERATION WORKSTATIONS
Operator workstation functions to be an integral part of the Access Control workstations.
Each workstation to be capable of operating four displays of resolution to 1920 x 1080 pixels.
VMSS NETWORK
Refer to Section 27 10 00 – Security System Data Network.
The VMSS Subsystem shall share a dedicated network with the [Electronic Detention Monitoring and Control system] and the [Door Control (PLC) Subsystem] and [Access Control System]/
The network shall be configured in a redundant star topology with 1 GHz backbones.
Cameras in the same area to be connected to alternate network switches to facilitate partial viewing in the event of loss of a network portion.
CAMERAS
Infrared Cell Cameras:
Housing:
Corner, wedge mount, high security, no grip steel housing with white finish and tamper resistant screws.
Six (6) mm thick Lexan windows.
Integral IR LED illuminator array.
Overall dimensions 224 x 134 x 155 mm.
Camera and Illuminator Specifications:
Resolution	Minimum 1.0 MP
Photocell	Automatic, sensitivity adjustable
LED Illuminator	84 LED array, intensity adjustable
Night Vision Distance	9 meters
Sensitivity (auto day/night)	Colour 2.7 Lux
		B/W 0.09 Lux
Megapixel Cameras:
Interior Recessed Fixed View Cameras:
Housing:
Dome type housing with smoked acrylic bubble and white aluminum housing.
Three (3) axis camera mounting for adjustment of pan (360 degrees), tilt (+2 to -90 degrees) and rotation (+45 to -45 degrees).
Wall mount units to be low profile surface mount design.
Ceiling mount units to be semi-flush mounted.
Camera Specifications:
Resolution	minimum 1.3 MP 
Sensitivity (auto day/night)	Colour 1.0 Lux
		B/W 0.09 Lux
Video streaming	Simultaneous MJPEG and MPEG4
Protocol	TCP, HTTP, IPv4/v6
Power	PoE 802.3af compatible
Frame rate	1-30 fps
Outputs	BNC (video) RJ45 (network)
Operating temperature	-10 to +40 degrees Celsius
Lens	Vari-focal 4-15 mm
Signal-to-Noise Ratio	>45 dB
Housing	Vandal Resistant IP66 rated
[Interior Surface Fixed Cameras:]
[Interior Environmental Cameras:]
[Exterior Fixed View Cameras:]
SPEC NOTE: Camera Types Include: 
Surface Mount IP
Dome Enclosure IP 
Interior PTZ
Exterior PTZ
High Definition (HD) or Mega Pixel 
IR Assisted 
Thermal Imaging 
Vandal Resistant Domes 
High Security Correctional Camera 
Enclosure:
Dome type enclosure with smoked acrylic bubble and white aluminum housing.
Three (3) axis camera mounting for adjustment of pan (360 degrees), tilt (+2 to -92 degrees) and rotation (+45 to -45 degrees).
Units to be surface pendant type design with bracket matching housing case.
Environmental accessories for operation from -50 to +60 degrees Celsius under rain and snow conditions. Include de-icing feature capable of preventing icing at sustained -50 degree Celsius and of removing 2.5 mm of ice at -50 degree Celsius within 3 hours of power up.
Camera Specifications:
Resolution	[       ] MP (megapixels)
Sensitivity (auto day/night)	Colour 1.0 Lux
		B/W 0.09 Lux
Video streaming	Simultaneous MJPEG and MPEG4
Protocol	TCP, HTTP, IPv4/v6
Power	PoE 802.3af compatible
Frame rate	1-30 fps
Outputs	BNC (video) RJ45 (network)
Operating temperature	-40 to +50 degrees Celsius
Lens	Vari-focal 4-15 mm
Signal-to-Noise Ratio	>45 dB
Housing	Vandal Resistant IP66 rated
Exterior Pan/Tilt Zoom (PTZ) Cameras
Enclosure:
Dome type enclosure with smoked acrylic bubble and white aluminum housing.
Pant/Tilt/Zoom operation for adjustment of pan (360 degrees continuous) and tilt (+2 to -92 degrees).
Units to be surface pendant type design with bracket matching housing case.
Environmental accessories for operation from -50 to +60 degrees Celsius under rain and snow conditions.  Include de-icing feature capable of preventing icing at sustained -50 degree Celsius and of removing 2.5 mm of ice at -50 degree Celsius within three (3) hours of power up.
Manual pan speed 0.1-80 degrees per second, 150 degrees per second in turbo mode.
Manual tilt speed 0.1-40 degrees per second.
Preset pan speed 360 degrees per second.
Preset tilt speed 200 degrees per second.
150 presets (19 predefined and 131 user defined).
+/- 0.1% preset accuracy.
Camera Specifications:
Resolution	[        ] MP (megapixels)
Sensitivity (auto day/night)	Colour 1.0 Lux
		B/W 0.09 Lux
Video streaming	Simultaneous MJPEG and MPEG4
Protocol	TCP, HTTP, IPv4/v6
Power	PoE 802.3af compatible
Frame rate	1-30 fps
Outputs	BNC (video) RJ45 (network)
Operating temperature	-40 to +50 degrees Celsius
Lens	26x Optical Zoom
Signal-to-Noise Ratio	>45 dB
Housing	Vandal Resistant IP66 rated
[Exterior PTZ Cameras with IR Illumination:]
]Exterior PTZ Long Range Cameras with IR Illumination:]
[OPERATION]  
[Controls] 
[Operation Sequences]  
EXECUTION
INSTALLATION
Install new Video Management & Surveillance System (VMSS) as specified and indicated on the drawings.
Alternate cameras on network switches to allow adjacent cameras covering the same corridor from opposite ends to be on separate networks.
Balance camera network loading at each network location.
Adjust each camera for minimum illumination conditions. 
SYSTEM CONFIGURATION
Provide complete Video Management & Surveillance System (VMSS) configuration to form a fully functional system as described in the Contract Documents.  Include all applicable operating features and functions.
Provide initial camera configurations as directed in consultation with the Minister.
Provide initial operator configurations as directed in consultation with the Minister.
Apply labels and designations as directed in consultation with the Minister.
TESTING
Test system components are presence of [Engineer] [Consultant] to ensure correct operation of system. 
Tests shall demonstrate the response time and display format of each different type of input sensor and output control device. Response time shall be measured with the system functioning at full capacity. 
The Contractor shall maintain a complete log of all inspections and tests. Upon final completion of system tests, a copy of the log records shall be submitted as part of the as-built documentation.
TRAINING 
The Contractor shall provide a competent trainer who has extensive experience on the installed systems and in delivering training to provide the instruction. As an alternative, the Contractor may propose the use of factory training personnel and coordinate the number of personnel to be trained.
[SYSTEM START-UP] 
CLEANING 
Remove protective coverings from control panels, detection accessories and components.
Adjust all components for correct function.
Clean housings and system components, free from marks, packing tape, and finger prints, in accordance with manufacturer's written cleaning recommendations.
PROTECTION
Provide physical protection for detection devices & controls from construction dust & damage to ensure complete new working systems at final acceptance.
MAINTENANCE  
The Contractor shall offer a Support Agreement in order for Technical Support Specialists to reactively troubleshoot system problems.
VIDEO SURVEILLANCE CAMERA SCHEDULE   
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Camera 

[3 CHAR CITY ABBREVIATION][7CHAR BUILDING CODE]-[3DIGIT FLOOR#]-[3 CHAR INT/EXT]-[2CHAR DIRECTION CODE]-[20 CHAR FIE
LD OF VIEW]-[3CHAR CAMERA MOBILITY]-[3CHAR DEVICE ABBREVIATION][3 DIGIT LOGICAL#]

Encoder 

[3CHAR CITY ABBREVIATION][7 CHAR BUILDING CODE]-[3 CHAR ABBREVIATION][2 DIGIT LOGICAL3]

	Examples:

	Camera 
	EDM-B0192Sx-003-INT-Sx-ELECTRIC RM 356xxxxx-PTZ-CAM001

	Encoder 
	EDM-B0192Sx-ENC001
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